Brett Leonard - Indianapolis Workshops for Software Testing – June 27, 2009


Software Risk Analysis – Notes for IWST

	What is Software Risk Analysis?
	A method for developing a conceptual awareness of a software products component parts to discover areas of risk that may need to be included in the scope of a testing effort.


	How did it come about?
	It combines Covey’s “Circle of Concern” concept with the “Zachman Framework for Information Systems Architecture” 


	What is the “Circle of Concern”?
	The “Circle of Concern” is representation of all of the things that concern us in our daily life – some that we have various degrees of control over and others we have no control whatsoever.  The things that we have control over can be represented by a circle inside the “Circle of Concern” called the “Circle of Influence”.  Covey’s theory is that people who focus their energy on things they can influence – things within their “Circle of Influence” – expand their circle of influence.  Covey calls these people “Proactive” people.  The Software Risk Analysis Model assumes you are proactive about discovering risks within you system under test.


	What is the Zachman Framework?
	A logical structure or schema for classifying and organizing descriptive representations of an enterprise and their enterprise systems.  The framework depicts design artifacts that constitute the intersection between roles (such as owner, designer, builder) and product abstractions such as WHAT (material or data), HOW (process), and WHERE (network). 


	Zachman Diagram
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Continued on next page

Software Risk Analysis – Notes for IWST, Continued

	Circles of System Awareness (COSA)
	The “Circles of System Awareness” is similar to the “Circle of Concern” but refers to the awareness of the way a particular component or process group interacts with other components or process groups to produce expected results.  


	Known and Unknown System Areas
	Known areas are ones that have been identified and analyzed and consciously included or excluded from the test scope.  A circle similar to the circle of influence can be drawn to depict this area.  The areas outside the circle of the known system awareness represent unknown or undefined areas of the system.  Throughout the test effort we are trying to expand the size of the known areas in each process group, paying particular attention to those unknown areas that overlap with other groups.


	Expanding the known areas
	The way to expand the known areas is by asking questions that focus on the interaction of the process groups and their known elements.  Also, asking questions about different data variations and their potential effect on the functioning of the system may be helpful.


	How to use this model?
	The first step to using this model is to understand that for each of the system processes (Input, Process, Output) there is at least one or in some cases many analysis models to represent risk.  One way to use this practically is to use a mind mapping technique to brainstorm ideas and elements within the different process groups.


	Mind map example
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