Resources for Web Application Security Testing
Websites 

OWASP.org

IISA.org

InSecure.org

SPIDynamics

Fortify
SecureSoftware.com

FoundStone.com - resources

IHackStuff.com

SecurityFocus.com

Tools

WebScarab
WebGoat

CainAndAbel

Paros

HashCalc

Softerra LDAP Browser
WireShark (Ethereal)
HTTPSpy

Firefox extensions:

- Web Developer

- FireBug

- TamperData

- ServerSpy

- RefSpoof

- IEView

- IETab

- UpdateNotifier

IE Web developer toolbar

WebInspect (DevInspect/QAInspect)

Books

Stealing the Network series

How to Break Software series

Hacknotes series

Hacking Exposed series

People

John Viega

Johnny Long

Michael Howard

Gerald Quakenbush

Gary McGraw

This list comes from a meeting of the Indianapolis Workshops on Software Testing, held in March 20, 2007 on the topic of "Security Testing Web Applications." Participants in the workshop included 

Charlie Audritsh, Dave Christiansen, Michael Goempel, Karen Johnson, Michael Kelly, Steve Lannon, Baher Malek, Rick Moffatt, Charles Penn, Chad Pressler, Dana Spears, Michael Vance, and Chris Wingate.

